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Only two renote holes I n the
default install, 1n a heck of a
| ong t1 nme!

What 1 s OQpenBSD?

Goal s of the OQpenBSD project?
Means to achi eve those goal s?
How does It conpare to LI nux?
Criticism

Q her operating systens slowy
f ol | owed



Devel opnent nodel

e Relatively small group of
devel opers governed by one person -
Theo De Raadt

e Fi Xxed m | estone rel ease cycle — how
do they do i1t?

e Security I1s Jjust one side of the
coi n



Audi t1 ng process

Lar gest audit happened at the end
of 1996 and nunerous (general) bugs
were fi xed

Code regul arly audited

Devel oper neetings — | arge nunber
of commts to the code

Recent |arge audit of the OpenSSH
code



Security mechani sns

Secure by default!
Buf f er overfl ow protection

Privil ege separation
Packet filter (pf)
Net wor k stack nodi fications

Crypt ogr aphy



Buf f er overfl ow basi cs

« Basic types of BO attacks:

« Rewite return address
e« Rewite frane pointer

« Rewrite function argunents
« OpenBSD gonna gi ve you hel |!



W xor X

« Menory based attacks often rely on
a menory page being witeable and

execut abl e

« Mut ual exclusion: A page Is either
writeabl e or executable, but never

0ot h
« Har dwar e support




St ackgap

« 3 |Ine change to the kernel

« Random 64- 256KB of f set at the
begi nni ng of the stack

« KB al I ghed
« 1/ 32768 chance of getting i1t right
e« You' re dooned!



St ack@p stack

| g |
| g |



Pr oPol I ce

Based on Stack@ard
Al tered stack order

Guard vari able 1 nserted on the
st ack

Conpile tinme function altering



ProPol | ce stack



Additions to the Clibrary

e Wiile auditing, a |l ot of
strcpy/strcat function usage found

e Strncpy/strncat m sused

e Devel oped two new functi ons:
strlcpy and strl cat

e SI Npl e usage, nore security



PF — packet filter

e L3/L4 filter
« Appeared 1 n OQpenBSD 3.0
« Human readabl e synt ax

« Support for NAT/PAT, HA, | oad
bal anci ng, etc.



| CMP based attacks

e First to deploy protection
« Types of attack:

e Bl 1 nd connecti on-reset
« Bl i nd perfornmance-degradi ng

« Bl i nd t hroughput -reducti on
e« O her operating systens followed



Questi ons?
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