Secure .NET programming
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NET platform [intro (CLR, MSIL, JIT, PE/COFF..)]
* MSIL decompile/recompile (ILDAsm/ILAsm).exe

* Guidelines for safer code[SecureString class, unsafe,
checked keywords, ‘foreign’ delegates..]

* Underneath the ice: vulnerabilities

* WPF/WCF configuration files[(*.config), debug="true”,
deployment retail="true”...]

* WCF communication (SOAP/xml, REST/json) — (HTTP/TCP ys.
WS) vs. SSL, hashing, auth etc.

* Runtime security — CAS vs. RBS, stack walking, reflection,
advance framework configuration

* Qutro [conclusion] 6&@%



About .NET framework playground (1.0 - 4.0)

5 PE Header

— Bottom to top: from BCL (FCL) to Ling 8 3 _
Common Language Runtime engine details
.NET assembly structure

— PE header, CLR header, CLR metadata, CLR IL code, Native :
MSIL compiling and metalanguage basics (g | Chendornamemecinecord
Metadata (.param, .assembly, .method...)
.NET development technologies

— (WPF/WinForms, WCF, ASP.NET, Silverlight...)

Default .NET security measures (OOTB)

— Buffer overruns (System.IndexOutOfRangeException)  +

— Format strings StringBuilder.AppendFormat (%n prevention)

— Arithmetic overflow (unsigned/signed mix error (cast ©))

— (CS0123 error (f() pointer type check), InvalidCastException (base/derived)
Source code manipulation?
MSIL reversing (dll hijacking), IL ASM — speaking CLR’

— Change the logic, add backdoors, kraak and smaak

PE/COFF
e




* Attacking executable files (!= attack on structures in
memory / at runtime)

* Tools for decompilation(JetBrain dotPeek, Dis#,
Salamander, .NET Reflector, IL Spy, Gray Wolf)

* |LAsm.exe/ILDasm.exe

* |LAsm basics (instruction set - Inside Microsoft .NET- IL
Assembler)

* Program logic = object control = access and value
manipulation!!!

* Obfuscation/Deobfuscation (Salamander, Skater,
Dotfuscator, Eazfuscator .NET...) ‘Qa’s

— symbol renaming, overload and more... I
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» privatevoid IncreaseSalaries(EmployeelnfoCollection employees) {
while (employees.HasMore()) {
employee = employees.GetNext(true);
employee.IncreaseSalary();
;Votinymployee(employee);

}

» privatevoida(ab){
while (b.a()) {
a=b.a(true);

a.a();
a(a);

}

}
3

* aArticle Source: http://EzineArticles.com/6383394
(4
Md.o.o.
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MET Reflector 7.3.0.18
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{} System.MNet.MetworkInformation
{} System.Met,Security

{} System.Net.Sockets

{} System.Runtime.InteropServices

{} System.Runtime.InteropServices, ComTypes

{} System.Security. AccessControl

{} System.Security. Authentication

{} System.Security. Authentication.ExtendedProtection

{} System.Security. Authentication.ExtendedProtection.Configuration
{} System.Security.Cryptography

{} system.Security. Cryptography.X509Certificates

{} System.Security.Permissions

{} System.Text.RegularExpressions

{} System.Threading

{} System.Timers

{} System.Wweb

[ Resources
«J System.Xml
i System.xml.dl

[ Resources

3 System.Data

«J System.Web

«J System.Drawing

«J System. Windows.Forms

3 System.Core

«J System.ServiceModel

-3 System.Workflow.ComponentModel

<3 System.Workflow. Runtime

<3 System.Workflow. Activities

- WindowsBase

«iJ PresentationCore

«3 PresentationFramewark

«J UPSdetekcija

= W UPSdetekdia.exe
References

=

{r-

{} UPSdetekdia

= ACLineStatus

“% app

=F BatteryFlag

17 MainWindow

% PowerState

{} UPsdetekcija.Properties

[ Resources

Dl Slerss S

blic class MainWindow : Window, IComponentConnector

UPSdetekcija. MainWindow

sembly: UPSdetekdija, Version=1.0.0.0

-

< g MairWindow |

public dass MainWindow : Window, IComponentConnector

{

/f Fields

private bool _contentLoaded;
internal Button btnIzlaz;
internal CheckBox chDojava;
private int interval = 5;
internal Label IblDetekcija;
internal Label IblDojava;
internal Label IbIK32;

internal Label IblKako;

internal Label IblPokrenut;
internal Label IblUps;

internal Label IblVrijeme;
private DispatcherTimer timerUredjaj;
internal TextBox batDump;

[ Methods
public MainWindow()
{

}

this. InitializeComponent();
this. IblVrijeme. Content = DateTime. Mow;
this.chDojava.IsChecked = true;

private void btnIzlaz_Click(object sender, RoutedEventArgs g)

{
}

Application. Current. Shutdown();

[DebuggerMonUserCode]
public void InitializeComponent()
{

}

if (Ithis. _contentloaded)

1

}

this. _contentLoaded = true;

Uri resourcelocater = new Uri("/UPSdetekdija; component/mainwindow. xaml™, Urikind.Relative);

Application, LoadComponent({this, resourcelocater);

[DebuggerMonlserCode, EditorBrowsable(EditorBrowsableState. Never]]
void IComponentConnector. Connect{jint connectionld, object target)

{

switch (connectionId)

{

case 1:

((Mainwindow) target).Loaded += new RoutedEventHandler(this. Window_Loaded);

break;

case
this.IblDetekdia = (Label) target;
break;

case 3
this.btnlzlaz = (Button) target;
this.binlzlaz.Click += new RoutedEventHandler(this.binlzlaz_Click);
break;

am



F C:\Users\agulam.RIING\Documents\Visual Studio 2010\ Projects

e _ven i Ioixi
&-JE UPsdetekcija. App Find  Find Mext
- b .class public auto ansi beforefieldinit -method public hidebysig static veid Hain() cil managed
-~ b extends [PresentationFramewark]System, windows, Application {
-l ckor : woid() -entrypoint
o [l InitislizeComponent @ void() .custom instance void [mscorlib]System.STAThreadAttribute:z: _ctor{) = { 91 88
- Bl [Main ¢ waidr) -custom instance void [mscorlib]sSystem.Diagnostics._DebuggerNonUserCodeAttrib
&--EE UPsdetekeija.BatteryFlag /7 Code size 22 (Bz16)
-~ P .class enum public auto ansi sealed -maxstack 1
-~ P extends [mscorlib]Syskem. Enum -locals init ([B8] class UPSdetekcija.app app)
@ Charging : public static literal valuetype UPSdetekcija, BatteryFlag IL_8888: nop A A A .
- @8 Critical ; public static literal valuetype UPSdetekcija.BatteryFlag IL_6861: newobj instance void UP3detekcija.fApp::.ctor()
- @ High : public static literal valustype UPSdetekcija.BatteryFlag IL_8@86: stloc.@
- @ Low : public skatic liceral valuetype UPSdetekcija. BatteryFlag L,_[ITRE  IGI0E n 4 ; ; . - ;
) o > IL_8888: callvirt instance vwoid UPSdetekcija.App::InitializeComponent()
- @ MoSystemBatkery 1 public static literal valuetype UPSdetekeija. BatteryFlag IL_080d: nop
@ | Unknown ¢ public skatic likeral valuetype UPSdeteksija.BatteryFlag IL @88e: 1dloc.@
-~ & value__: public specialname rtspecialname uints IL_886f: calluirt instance int32 [PresentationFramework]System._Windows . Ap|
&5 UPsdetekeiia, Mainwindow IL_B8614: pop
-+ P class public auto ansi beforefieldinit IL 8815: ret
-~ W extends [PresentationFramewmork]Svstem, Windows, YWwindow 1 hf_enl:l of method App::Hain
b implements [windowsBase]Systenn, Windows . Markup, IComponentConneckor
» _rcontentloaded @ private bool
& btrlzlaz : assembly class [PresentationFraniework]System. Windows . Contrals, Butt
& chDojava i assembly class [PresentationFramework]3ystem, wWindows, Controls, Ch | 4] | _ll
o inkerval : private int3z
& |blDetekcija : assembly class [PresentationFramework]System. Windows, Controls, Label = m m
& IblDojava ; assembly class [PresentationFramework]System, Windmys, Controls, Label J UPSdetekcija.MainWindow=ctor : void() ;lglil
i |blk32 : assembly class [PresentationFramework]System. Windows, Controls, Label Find Find MNext
4 |blkako ; assembly class [PresentationFramewark]System, Windows, Contrals. Label .method public hidebysig specialname rtspecialname =
& IblPokrenut @ assembly class [PresentationFramewark]System, Windows . Contrals.Label instance void .ctor{) cil managed
& |blups : assermbly class [PresentationFramework]System, Windows, Controls.Label { .
& |blvrijeme 1 assembly class [PresentationFramework]System, windows, Controls,Label /# Code size 64 (8z48)
o timerUredjaj : private class [WindowsEBase]Swvstem, Windows, Threading. Dispatcher Timer .maxstalfk 3
& bxtDump ; assembly class [PresentationFramework]System, wWindows, Controls, TextBox i::—ggg:j: }girg!;BS
B ctor ; void) . IL_@e02: stfld int32 UPSdetekcija-MainWindow::interval
o [l InitislizeComponent @ void() IL 6807 : 1darg.o
- Bl System. windaws Markup. IComponentConnectar. Cannect : void(int32, object] IL_@p88: call instance void [PresentationFramework]System.Windows W
-l Window_Loaded : woid{object, class [PresentationCore ]System. Windows RoutedEventargs) IL @86d- nop
-l btnlzlaz_click : void{object,class [PresentationCore]System, Windows . RoutedEvent Args) IL 080e: nop
B tajmer_stuff 1 void() [L:ggm: : 1ldarg.@
- Wl timerUrediai_Tick : woid{object, class [mscorlib]System Eventargs) IL_@818: call instance void UPSdetekcija.HainWindow::InitializeComp
& UPsdetekciia Powerstate IL_8815: nop
- P .class public auta ansi beforefieldinit IL_@816: 1darg.@
-l ACLIneStatus @ public valuetype UPSdetekeija. ACLineStatus IL_Aa817: 1dfld class [PresentationFramework]System.Windows.Controls.|
-y BatteryFlag : public valuetvpe UPSdetekrija. BatteryFlag IL_BB1C a call Ualuetype [mSCDl‘lih]SyEtEm.DatETime [mSCDl"lih]SyEtEm.'
& BatteryFullLifeTime ; public int32 IL_8821: box |_:mscurlih]System.DateTiml_e ]
-4y BatterylifePercent : public uints IL_8626: callvirt instance void [PresentationFramework]System.Windows.Ci
- i BatteryLifeTime : public int32 i::—ggng gggrg g
: ii:rr::ild(')pumlc unte i:::gggg }gquu | class [PresentationFramework]System.Windows _Controls.|
" H c.ih.
B GetPowerState : dlass UPSdetekeija. FowerState() IL_B8033: newobj instance void valuetype [mscorlib]System.Hullable 1<
- B GetSystemPowerStatusRef : bool(class UPSdetekeija.PowerState) IL_8838: callvirt instance void [PresentationFramework]System._Windouws .G
IL_883d: nop
\assembly UPSdetekciia IL_@83e: nop
d IL_883f: ret]
o BHIMIHE ¥ /f end of method HainWindow::.ctor =
-
4| | v 4




* Memory dumping (SecureString mandatory!!)

* Unmanaged code (when and where go ‘unsafe’?)
— int* p = stackalloc int[32];

* Checked keyword in practice (OverflowException)

* Assert usage? (CAS classes, PermissionSet class)

* Security of delegates “from outside”
— SecurityPermission(SecurityPermissionFlag.Execution).PermitOnly();
— AllowPartiallyTrustedCallersAttribute

* Input validation (SQL..), hardcoding, exception throwing,
assemblies, privileges, crypto...

* Code signing (GAC) _
— Authenticode (chaining certificates), Strong Names ( 533
— MakeCat, SignTool, Strong Name Tool (sn.exe) ¥

{ 4
d.o.o.
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* Memory dumping (SecureString mandatory!!)

* NMan
U . a* aged System.Security.SecureString X = new System.Security.SecureString();
s I EIIEL oo cString. AppendChar(p);

* Checked key _ , ,
IntPtr p = System.Runtime.InteropServices.Marshal.SecureStringToBSTR(X);
* Assert BRYeIMS string dekript = System.Runtime.InteropServices.Marshal.PtrToStringUni(p);

* Securlty Of d secString.Dispose();
— SecurityPermission(SecurityPermissionriag.execution
— AllowPartiallyTrustedCallersAttribute

* Input validation (SQL..), hardcoding, exception throwmg,
assemblies, privileges, crypto...

* Code signing (GAC)

— Authenticode (chaining certificates), Strong Names (
— MakeCat, SignTool, Strong Name Tool (sn.exe)

{ 4
d.o.o.
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* Web vulnerabilities as we know them (XSS, SQL injection, CSRF,
Response splitting (CRLF injection), SOAP injection, HPP, Xpath
injection, File upload/download, directory traversal ...)

* Using technologies like LINQ/Entity framework as SQL query
language for data sanitization

* ValidateRequest="true” inside Machine.config
* Compare validator <asp:CompareValidator >, htmlEncode

* Games without frontiers: Oracle Padding (CBC), Object parsing;
Direct Object Reference, Error handling, GV DataKeys......

* TFS—Check-in/Get latest version sniffing?
— WYSIWYG on the wire/air (POST/gzip mess-up) "Qaﬁ
— Always HTTPS for Team Explorer b

i a
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d.o.o.



ExXpectT- 1HMY—CcOnNTIilnue
1TTP-1.1 188 Continue

8e5m2D615Q4h6
sontent—-Disposition: form—data: name=""item"

“Administracija. wPrijaviSe.xaml
8etm2D6 154EhA
sontent—-Disposition: form—data; name="wzname'

8etm2D615Q4h6
sontent—-Disposition: form—data; name="wzowner'

8e5m2D615Q4h6
sontent-Disposition: form—data: name=""filelength"
3253

8e5Sm2D615Q4h6

sontent—-Disposition: form—data; name="hash"

ImThEmy7x5f RubmYGZ65T Q==

8etm2D615Q4h6
sontent—-Disposition: form—data; name="range"

bytes=A-1198.-1199

8etm2D615Q4h6
sontent—-Disposzition: form—data; name="content'; filename=""item"’
sontent—Type: applications/gzip

Fao + gZe Llff&fm"{ﬁJEJIﬁtlﬂﬁ NSEERrJLY=STogw+iGh ) e=iilele If B wEY G4 "Z, 0L 7,
—"thgiﬂﬂg{ﬂl“ﬁﬂn01UlE ARF GO 7NN EI . i S0C0Bidgo | > avDTH - Hn1L_auE YE£ &>
g vP_AbzE6=-7ilHE 59$ETLE.ﬂultiJEuc UhRDE{PJG- FI3XQICBINEE LD rweTibzd" ' Dh]|--

8ebm2D61594h6——
1TTP-1.1 288 0K

ST AT Sl <Button Height="23" Margin="10,130,90,0"

{—Powered-By: ASP.NET
{—AzspMet—Uersion: 2.8.5872

Name="btnPromjeni" VerticalAlignment="

sache—Gontrol: private Top" Click="btnPromjeni_Click">Spremi</Button>
sontent—-Length: @ —

POST AUVersionControl vl . B /upload.asmx HITPA1.1
leapn—Roernt " Team Fonndationon fdevuenuy ewve. 1B H 4448 1™



Real-world examples:

the bad ones




* ddlServer.
do
do

Server.
Server.

do

Server.

DataSource = sc.DohvatiServere();

DataTextField=ServerName";
DataValueField=ConnString";

DataBind();

ConnString = “DataSource=10.10.10.2\DB1;Initial
Catalog=Database 1;Persist Security Info=True;User
|ID=korisnik1;Password=123#pass” QE”

\

{ 4
d.o.o.



* protected void btnl_Click(object sender, EventArgs e)

{ string dbcon =

"Server=(local);Database=Northwind;Integrated

Security=SSPI";

string cmdStr = "insert into Korisnici (ImePrez, Telefon)
values (" + txtime.Text + "', """ + txtTel.Text + "')";

using (SqlConnection konekcija = new
SqglConnection(dbcon)) = new SqlCommand(cmdStr, conn))
{ conn.Open(); cmd.ExecuteNonQuery(); }

using (SqglCommand cmd = new SqlCommand(cmdStr;
konekcija)) { konekcija.Open(); cmd.ExecuteNgnQuery(); }

} 3
la
M d.o.o.
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=k Ci\Userstagulam, RIING\Documents Administracija.exe

P MANIFEST

&-- i administraciia

- W administraciia.Admin
Administracija.Maps
Administracija.Properties

B t Administracija. Properties. Resources

Administracija.Properties.Settings=zget_connection : string()

.method public hidebysig specialname instance string
get_connection{) cil managed

- B .class private auto ansi beforefieldinit t /7 Code size 22 (Bx16)
~ W .custom instance void [System]System. Codelom, Co _maxstack 2
- I .custom instance void [mscorlib]System, Runtime. Co .locals init (string U_8)
~ P .custom instance void [mscorlib]System. Diagnostics. IL_B888A: nop
- & resourceCulture | private static class [mscarlib]Syste IL_@8881: 1darg.8
.. resourceMan @ private skatic class [mscorlib]Syskem.F IL_8882: 1l1dstr "connection”
-l .ctor : void() IL_88687: callwvirt instance object [System]System.Configuration.SettingsBase::get_Item{string)
= get_Culture : dass [mscorlib]system. Globalization. C IL_B88Bc: castclass [mscorlib]System.String
- B get_ResourceManaqer : class [mscorlib]3ystem.Reso IL_8811: stloc.d@
B set_Culture : vaoid{class [mscorlib]System. Globalizatic IL_8@12: br.s IL_Bga1y
- d& Culture : class [mscorlib]System. Globalization, Culkure i::-gg:gf ']_‘:iuc -9
& ResourceManager ¢ class [mscorib]%ystem, Resource 3 7/ end of method Settings::get_connection

8- E Administracija.Properties, Settings

-« W .class private auto ansi sealed befc-ref|e|d|n|t
- B extends [Svstem]Svstem i

~ W .custom instance void [S

-~ .custom instance void [

- & defaultInstance : private

Bl Lcckar s waid()

-l Lctor : void()

=10l x|

ettings:connection : instance string()

- |ation.SpecialSettingAttribute::._ctor{valuetype [System]System.Configquration.SpecialSetting) = ( 61 00 00 60 0O 00 60 @0 )

- B get_Default : dass Admir| 3+ on _DefaultSettingUalueattribute:: . ctor(string) = ( ¥ 00 ®% ®9 &% &% 74 &° % = & /™ 0 a8 % 3D /7 ....Data Source-
-l get_hojaPutanje : dlass [ B0 30 27 2E B0 B DR N BF 32 27 N OB W SR MY /7 192 168200 e
-l get_centar ¢ skringl) G0 & PR Y AR 40 AF R R R B0 = W 43 ff otwws;Initial ©
- Bl get_connection : string( B MW ATIIDMAME Y W W AW 10 W /7 atalog-MeEs s
-l get_debliinaPutanje : int LR R B B B B B 8 B B R B NN NI ;Persist
Wl get_visinaliste : Floate4 LEFE B B N B B B R B B B B B N /f Security Info=Tr
-l get_vrstaMape @ valuet LEPE B BN o B BtE B § O TN /7 ue;lser Mgats
- get_zoom : ink320) M a1 8 7IM TS TR AW TN ff 0w Password=pa
-l set_bojaPutanje : voidic 31 8F ' . s oo ) e .

B set_centar : void(string) ation.applicationScopedSettingattribute::.ctor{) = { 61 808 60 68 )

stics.DebuggerHonUserCodefttribute::.ctor() =
s.Settings::get_connection{)}

( 81 88 88 @88 )

-l set_debljinaPutanie : vo
-l set_visinaliske @ woid(Flo:
-l sek_vrstaMape : void(va
-l set_zoom : woid(int32)
- 4 Default ¢ class Administr:
.. 4k bojaPutanje : instance cl
- A& centar : instance stringl
- d& debliinaPutanje : instanc
- i visinaliste ! instance Floatee()

- A wrstaMape ! instance valuetype [GMap MNET. Core]GMap, MET. MapTyvpel)
- M zoom : instance ink3z2()
& W Administracija.cs

f Administracija. prozori,ostalo
Administracija.prozori, postavke




Default .NET configuration files

— enterprisesec.config - enterprise-level security policies
— security.config - machine-level security

— machine.config - .NET environment installation settings
— web.config / app.config — default settings
Compilation debug="true” problem

— Runtime mem, batch optimization ...

Deployment retail="true” as a solution

Max message size value (“2147483647")

Encryption of configuration files s@,
— Command line tools / inside code G%y




* Default .NET configuration files
— enterprisesec.config - enterprise-level security policies

ol =00V (AT oo ]o | iT-BMaaETea]] [Driveletter]:\Windows\MicrosoftNet

— machine config - NET ¢ \Framework\[.NET version numberice

— web.config / app.config — default settings

* Compilation debug 4

— Runtime me protected void Page Load(obJect sender, EventArgs e)
{

Deployment f8 Configuration config; ConfigurationSection configSection;

e Max message ' config = WebConfigurationManager.OpenWebConfiguration

(Request.ApplicationPath); configSection = config.GetSection(“
* Encryption of ¢ connectionStrings");

S @0)aalaar:1als BIlg if (configSection !=null)
{ if (/(configSection.SectionInformation.lsLocked))

{ configSection.SectionIinformation.ProtectSection 4
M‘* ("DataProtectionConfigurationProvider"); config:Savetns




L

Ele Edt Yew Project DRebug EML Took Window Hel

A E-HS| DR R([ZZ2(9-C-[r 0TI R[FER D
- Web.config - X
<modules: =
<add neame="3criptModule™ preCondition="integratedMode®™ type="System.WVeb.Handlers.ScriptModule, System.Web.Extensions, Versi
</modules>
<handlers>

Ready

<remowve name="WebServiceHandlerFactory=-Integraced™ />
<add name="ScripcHandlerFactory™ verb="" pach="%*, asmx”™ preCondition="integratcedfode™
cype=FSyatem. Web. Script.Servicea. ScripcHandlerFactory, Syatem.Web.Extensions, Ver=zion=3.5.0.0, Culture=peutral, Public
<add name="ScriptHandlerFactoryAppServices™ verh="="~ path="*_hpp3=rV1ce.qu" preCondicion="integracediods™
cype=fMSyatem. Web . Script.Services. ScriptHandlerFactory, Syatem.VWeb.Extensions, Version=3.5.0.0, Culture=peutral, Public
<add name="JcripcResource™ preCondition="incegracedNode”™ verb="GET, HEAD"™ path="ScripcResource.axd” cype="Syscem.Web.Handler
</handlecs>
<fayatem. vebhSarvers>

<ayatem.secviceModel>
<bindings>
<hasicHcepBinding>
<binding name="ChiectIervicePorcEinding™ closeTimeout="00:10:00" openTimeouc="00:10:00"
receiveTimeout="00: 10: 00" sendTimecut="00:10:00" allowCookies="fmls="
bypassProxyOnLocal="falsa" hostNameComparisonMode="Scrong¥ildcard™
maxBufferSize="2147483647" maxBufferFoolSize="2147483647" maxReceivedNessageSize="2147483647"
measageEncoding="Texc” textEncoding="ucf-g"™ ctransferMode="Buffered” usebefaulcWebProxy="trues":
<readerfuotas maxDeprh="2147483 64" max3tringContentlength="2147483647" maxArraylength="2147483647"
maxXByceaPerRead="214T74833647" maxNameTableCharCount="2147483647" />
</binding:
</bazicHocpBinding>
</binding=>

<Eervicesx
<service name="]EEEE S=cvicel™ behavicrConfiguration="IIEEE. c=rvicelBehavior ">
< !==ZService Endpoints-->

<endpoint address="" hinding="basicHttpBinding™ bindingConfiguration="CbjectIServiceForcBinding™
contract="IIIIEEN. 15ccvicel”>
</endpoint>
<endpoint address="mex"” binding="mexHetpBinding™” contrace="IMNetadataExchanga™/ >
<hosc>
chasejddresses>

<add basedddres=s=" Y = = ioel, S

</ bazelddresses>

El Web.config - WordPad
Ele Edit Wiew [nsert Format Help

DlE| &R s 2|0|® o]

<appSectings/>
<oonnectiondcr ings:s
<add name="lTEcnnectionString” connectionString="Data Source=S)LIIINIGNGgGgGgNgN: 1ricial
cataloc- I U=cr ID=p R Fosovord= " |roviderName="System, Data. SglClisene™ />

3

</ connect ionScrings:> =,

4| | 3

For Help, press F1 [




*  WCF in details (rolling in the deep)
* SOAP vs. REST inside MS service

* Bindings and their security (basic, ws, web, nettcp, custom...)
— transport, encoding & protocol

* SSL tunneling or secure binding (WS — SCT/RSTR)?

— Transport vs. Message level, in-transit vs. Processing
* Filtering remote access to WCF services (IP)
* Message integrity check
— Hashing xml/json messages (HMAC, SHA1..)
* Custom authorization for service access
— SOAP header based, method argument, WCF session...
* Request load-balancing (WCF throttling) .
— Setting maxConcurrent(Calls (16),Sessions (10),Instanggs)

i a
@ )
d.o.o.



* RBS - Role-Based Security

* CAS - Code-Access Security (evidence based permissions)
— Evaluate Assembly

* Stack walking? Method access grant..

* LinkDemand vs. stack walk (Luring Attacks)
— Immediate caller vs. all callers

* Garbage collector

* Reflection (ReflectionPermission (CAS))
— Reflection.Emit — create assembly

— System.Reflection.Assembly.Load @37,
— System.Reflection.MethodInfo.Invoke \

*»oonfiguring framework (tuning settings)

{ 4
d.o.o.
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* Microsoft .NET platform == secure env. ???
— This is the world as we know it: brainless development

* Stay tuned and up2date: “Keep your friends close, and your
enemies closer.” sun Tzu

* Make safest possible .NET environment (CAS, RBS..)
* Constrain and sanitize all input data

* Encrypt your config’s (Triple DES)

* WCFwa FgaMeES (“You have all the weapons you need... now fight!”)

— Encrypt, authenticate, check integrity, authorization
— DPAPI for sensitive data (protected registry key)

* Secure assemblies (obfuscate, pack, request ;{num)
— .NETZ compressor (OSS), .netshrink (LZMA alg. + g4$5)..

=t
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